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Abstract	
Collaborative	 communication	 technology	 in	 the	 Internet	 of	 Vehicles	 (IoV)	 is	 a	 key	
component	of	intelligent	transportation	systems	and	has	garnered	widespread	attention	
in	 recent	 years.	 It	 involves	 information	 sharing	 between	 vehicles,	 vehicles	 and	
infrastructure,	vehicles	and	pedestrians,	and	vehicles	and	networks,	aiming	to	enhance	
traffic	management	and	optimization.	With	the	advancement	of	5G	and	the	upcoming	6G	
technologies,	 IoV	systems	 face	demands	 for	 low	 latency,	high	reliability,	and	security,	
and	 the	 standardization	 process	 continues	 to	 deepen.	 Physical	 Layer	 Security	 (PLS)	
leverages	channel	characteristics	to	enhance	communication	confidentiality,	addressing	
the	limitations	of	traditional	encryption	techniques.	Reconfigurable	Intelligent	Surfaces	
(IRS),	as	an	emerging	technology,	optimize	communication	performance	by	dynamically	
adjusting	 signal	 reflections,	 particularly	 improving	 system	 performance	 in	 signal‐
degraded	environments.	Furthermore,	resource	optimization	strategies,	such	as	deep	
learning	and	algorithm	optimization,	further	enhance	the	communication	efficiency	and	
reliability	of	IoV	systems.	In	the	future,	the	integration	of	these	technologies	will	drive	
the	development	of	IoV	towards	more	efficient,	intelligent,	and	secure	systems.	
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1. Introduction			

As	shown	in	Fig.	1,	Collaborative	communication	technology	in	the	Internet	of	Vehicles	(IoV)	is	
a	 core	 component	 of	 intelligent	 transportation	 systems,	 aimed	 at	 optimizing	 traffic	 flow,	
enhancing	traffic	safety,	reducing	energy	consumption,	and	ultimately	achieving	efficient	traffic	
management	 through	 information	 exchange	 between	 vehicles	 (V2V),	 vehicles	 and	
infrastructure	(V2I),	vehicles	and	pedestrians	(V2P),	and	vehicles	and	networks	(V2N)	[1].	With	
the	 integration	 of	 technologies	 such	 as	 the	 Internet	 of	 Things	 (IoT),	 cloud	 computing,	 and	
artificial	intelligence,	IoV	communication	systems	can	not	only	enable	real‐time	traffic	updates,	
emergency	event	responses,	and	traffic	signal	optimization	but	also	store,	process,	and	analyze	
large‐scale	data	 through	cloud	services,	 further	enhancing	system	 intelligence	and	response	
speed.	
However,	the	widespread	deployment	of	IoV	communication	systems	also	presents	numerous	
technical	challenges,	particularly	regarding	communication	security,	resource	allocation,	and	
signal	transmission	efficiency.	While	traditional	encryption	techniques	provide	certain	levels	
of	 security,	 their	 high	 computational	 complexity	 and	 resource	 consumption	 limit	 their	
applicability	in	resource‐constrained	devices.	The	introduction	of	Physical	Layer	Security	(PLS)	
offers	 a	 novel	 communication	 security	 solution	 for	 IoV	 systems	 [2‐3].	 PLS	 enhances	
communication	confidentiality	by	exploiting	the	inherent	characteristics	of	wireless	channels,	
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compensating	for	the	shortcomings	of	traditional	key‐based	encryption	methods.	At	the	same	
time,	 Reconfigurable	 Intelligent	 Surfaces	 (IRS),	 as	 an	 emerging	 technology,	 significantly	
improve	communication	system	performance	by	precisely	controlling	signal	reflection	paths,	
offering	substantial	advantages	in	long‐distance	communication	or	environments	with	severe	
signal	attenuation	[4].			

	

	
Fig	1.	Scenarios	of	Collaborative	Communication	in	the	Internet	of	Vehicles	

		
With	 the	 support	 of	 these	 two	 key	 technologies,	 resource	 optimization	 strategies	 for	 IoV	
systems	have	been	continuously	developed.	Advanced	algorithms	such	as	deep	learning	and	
reinforcement	learning	are	being	applied	to	optimize	spectrum	utilization,	power	distribution,	
and	 link	 configuration,	 thereby	 improving	 the	 system’s	 reliability	 and	 communication	
efficiency.	
This	paper	will	discuss	the	current	research	status	of	collaborative	communication	in	IoV,	the	
application	of	Physical	Layer	Security	(PLS),	and	the	use	of	Reconfigurable	Intelligent	Surfaces	
(IRS).	The	paper	systematically	reviews	key	technological	advancements	in	IoV	communication	
in	recent	years	and	explores	future	research	directions.	By	summarizing	and	analyzing	existing	
technologies,	 this	paper	aims	 to	provide	 theoretical	 support	and	 technical	 reference	 for	 the	
further	 development	 of	 IoV	 communication	 systems,	 driving	 the	 technology	 towards	more	
efficient,	intelligent,	and	secure	solutions.	

2. Current	Research	on	Collaborative	Communication	in	the	Internet	of	
Vehicles	(IoV)			

Collaborative	 communication	 in	 the	 Internet	 of	 Vehicles	 (IoV)	 refers	 to	 the	 interconnected	
communication	 between	 vehicles	 and	 various	 entities,	 including	 vehicle‐to‐vehicle	 (V2V),	
vehicle‐to‐infrastructure	 (V2I),	 vehicle‐to‐pedestrian	 (V2P),	 and	 vehicle‐to‐network	 (V2N).	
The	goal	is	to	enable	real‐time	sharing	and	processing	of	traffic	information,	allowing	vehicles	
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to	 access	 traffic	 data	 in	 real‐time	 for	 intelligent	 traffic	 flow	management	 and	 optimization,	
thereby	 improving	 traffic	 efficiency	 [5].	 Research	 on	 collaborative	 communication	 in	 IoV	 is	
ongoing	and	focuses	on	solving	complex	technical	challenges,	such	as	dynamic	traffic	updates,	
emergency	event	responses,	and	traffic	signal	optimization,	to	enhance	overall	road	operational	
efficiency.	The	integration	of	Internet	of	Things	(IoT)	and	cloud	computing	technologies,	along	
with	 cloud	 services	 for	 efficient	 storage,	 processing,	 and	 analysis	 of	 information	 between	
vehicles,	further	strengthens	the	intelligence	of	IoV	communication	systems.	
Security	 in	 IoV	 collaborative	 communication	 is	 another	 critical	 issue	 that	 requires	 urgent	
attention	[6].	Collaboration	between	vehicles	relies	on	road	condition	sensing	for	information	
sharing,	 enabling	 real‐time	 traffic	 updates	 to	 help	 drivers	 avoid	 accidents	 and	 congestion.	
Researchers	are	committed	to	developing	secure	communication	protocols	and	mechanisms	to	
prevent	 malicious	 attacks	 on	 vehicle	 networks	 and	 ensure	 the	 safety	 of	 communication	
between	vehicles	and	infrastructure.	
To	address	 these	challenges,	 international	standards	organizations	and	 industry	players	are	
actively	collaborating	to	promote	global	standardization	and	technological	 innovation	in	IoV	
communications	[7].	This	collaboration	has	contributed	to	the	formulation	and	implementation	
of	related	standards,	ensuring	global	 interoperability	of	 IoV	technologies.	Cellular‐based	IoV	
technologies	have	also	undergone	a	crucial	standardization	process,	with	the	introduction	of	
two	 communication	 modes	 in	 3GPP	 Release	 14	 to	 optimize	 V2V	 communication:	 Mode	 3	
(centralized	resource	scheduling)	and	Mode	4	(distributed	resource	scheduling)	[8].	Release	15	
further	advanced	the	V2X	service	architecture	by	introducing	two	radio	interfaces,	Uu	and	PC5.	
These	interfaces	enhance	V2I	link	connectivity	and	enable	direct	short‐range	communication	
for	V2V	 links,	providing	reliable	communication	solutions	 that	support	both	 long‐range	and	
broad‐area	coverage	for	IoV	systems	[9].	The	Uu	interface	connects	vehicles	with	base	stations	
for	 long‐range	 communication,	 while	 the	 PC5	 interface	 facilitates	 short‐range	 direct	
communication	between	vehicles,	people,	and	infrastructure.	In	3GPP	Release	16,	several	new	
use	cases	and	requirements	were	introduced	to	enhance	5G‐V2X	technology,	such	as	high‐rate	
vehicle‐to‐base	station	entertainment	services	and	high‐rate	dynamic	map	updates	between	
vehicles	and	the	cloud	[10].	By	leveraging	5G‐V2X	technology,	intelligent	traffic	management	
systems	can	meet	the	Quality	of	Service	(QoS)	requirements	for	V2V	and	V2I	communications,	
including	low	transmission	latency,	high	reliability,	high	data	throughput,	bandwidth	efficiency,	
and	security	and	privacy	protection.	Through	these	standardization	efforts,	V2X	technology	not	
only	enhances	its	application	potential	in	intelligent	transportation	systems	but	also	opens	new	
possibilities	for	the	future	development	of	IoV,	contributing	to	the	creation	of	safer	and	smarter	
road	environments.	
Jameel	 et	 al.	 proposed	 a	 network	model	 for	 C‐V2X	 communication	 that	 addresses	 resource	
constraints	 and	 low	 energy	 efficiency	 by	 utilizing	 roadside	 objects	 to	 charge	 and	 process	
information	using	 radio	 frequency	signals	 from	electric	vehicles	 [11].	He	et	al.	 introduced	a	
decentralized	resource	allocation	mechanism	based	on	deep	reinforcement	learning	for	V2V	
communication.	 By	 applying	 a	 distributed	 resource	 allocation	 strategy	 and	 reinforcement	
learning,	they	ensure	mutual	cooperation	between	vehicles	while	satisfying	V2V	link	reliability,	
achieving	optimal	subband	selection	and	power	transmission	[12].	Sun	et	al.	used	ant	colony	
optimization	to	find	the	optimal	routing	path	in	multi‐hop	links	at	urban	intersections	[13].	Jie	
Tian	 et	 al.	 proposed	 a	multi‐agent	 deep	 deterministic	 policy	 gradient	 algorithm	 to	 address	
ultra‐reliable	 and	 low‐latency	 requirements	 in	 V2V	 links.	 They	 created	 a	 multi‐criteria	
objective	function	model	based	on	utility	maximization	to	solve	delay	sensitivity	and	capacity	
reliability	issues	in	V2V	communication,	enhancing	delay	sensitivity	and	capacity	reliability	in	
IoV	 systems	 [14].	 Most	 of	 these	 studies	 focus	 on	 improving	 link	 reliability	 and	 reducing	
communication	 latency	 by	 utilizing	 resource	 optimization	 strategies.	Wang	 et	 al.	 addressed	
security	 issues	 in	 frequency	 sharing	networks	between	vehicles	by	maximizing	 the	 security	
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throughput	 of	 cellular	 users	 as	 the	 optimization	 objective,	 enhancing	 security	 performance	
using	 interference	 caused	by	 end‐to‐end	users	 [15].	 Cheng	 et	 al.	 introduced	Reconfigurable	
Intelligent	 Surfaces	 (IRS)	 to	 maximize	 the	 total	 capacity	 of	 the	 link	 between	 vehicles	 and	
infrastructure	 [16].	 Zhang	 et	 al.	 developed	 a	 three‐dimensional	 GNSS‐based	 cooperative	
positioning	model	to	address	the	performance	degradation	in	urban	environments	caused	by	
signal	blockage	and	reflections,	 improving	collaboration	accuracy	with	V2X	technology	[17].	
Lin	et	al.	optimized	power	distribution	and	selection	for	video	frame	transmission	in	IoV	based	
on	 matching	 theory	 to	 ensure	 low‐latency,	 high‐accuracy	 road	 information	 acquisition	 for	
autonomous	 driving	 [18].	 These	 studies	 demonstrate	 how	 the	 integration	 of	 various	
technologies	improves	the	overall	collaboration	and	communication	efficiency	of	IoV	systems.	

3. Current	Research	on	Physical	Layer	Security	(PLS)			

Physical	Layer	Security	(PLS)	has	been	widely	recognized	as	a	reliable	and	effective	approach	
to	addressing	security	challenges,	complementing	the	limitations	of	traditional	key	encryption	
techniques.	The	security	of	key	encryption	mainly	depends	on	the	computational	complexity	
and	difficulty	of	breaking	the	encryption	[19],	leading	to	high	computational	resource	demands	
and	 increased	 communication	 latency.	 This	 is	 particularly	 problematic	 for	 resource‐
constrained	 devices,	 where	 the	 energy	 consumption	 required	 for	 encryption	 can	 limit	 its	
applicability	 [20].	 In	 contrast,	 PLS	 exploits	 the	 inherent	 characteristics	 of	 wireless	 signal	
propagation,	 such	 as	 random	 fluctuations,	 path	 fading,	 environmental	 noise,	 and	 other	
potential	 interferences,	 to	 increase	 the	 difficulty	 for	 unauthorized	 receivers	 to	 decode	
information	while	ensuring	that	authorized	users	can	receive	data	without	error.		
PLS	offers	a	flexible	and	customizable	security	solution	for	wireless	communication	systems	by	
dynamically	adjusting	resource	allocation	and	 link	configuration	based	on	real‐time	channel	
conditions.	This	not	only	strengthens	the	confidentiality	of	information	transmission	but	also	
enables	system	designers	to	effectively	address	evolving	security	threats	and	communication	
environments.	From	an	information‐theoretic	perspective,	PLS	provides	a	novel	approach	to	
addressing	communication	security	issues	[21].	In	collaborative	communication	technologies,	
PLS	can	also	enhance	wireless	communication	security	by	 leveraging	channel	diversity,	and	
through	 cooperation	 among	 multiple	 nodes,	 it	 further	 increases	 the	 difficulty	 for	 illegal	
eavesdroppers	to	intercept	signals	[22].	
The	research	scope	of	PLS	is	extensive,	covering	areas	such	as	physical	layer	key	generation	
and	 authentication	 techniques	 [23],	 anti‐eavesdropping	 channel	 coding	 design	 [24],	 multi‐
antenna	 technologies	 [25],	 artificial	 noise	 [26],	 and	 security‐enhanced	 relay	 cooperative	
communication	[27].	Thanh	V.	Pham	et	al.	studied	PLS	design	in	visible	light	communication	
systems	 using	 artificial	 noise‐assisted	 precoding	 in	 the	 presence	 of	multiple	 eavesdroppers	
[28].	Wang	H	et	al.	explored	the	potential	of	PLS	in	millimeter‐wave	multiple‐input	multiple‐
output	(MIMO)	systems	[29].	Yerrapragada	et	al.	proposed	a	key‐based	PLS	protocol	to	ensure	
low	latency	and	high	security	in	wireless	systems	[30].	Wang	C	et	al.	researched	PLS	in	artificial	
noise‐assisted	C‐V2X	networks	 [31].	 Jangsher	 et	 al.	 introduced	an	 efficient	PLS	protocol	 for	
secure	communication	in	distributed	drone	clusters	[32].	Sheng	et	al.	studied	a	new	information	
and	artificial	noise	transmission	scheme,	where	drones	send	confidential	information	to	users	
in	one	time	slot	and	transmit	artificial	noise	in	the	next,	optimizing	time	allocation,	bandwidth,	
and	power	to	maximize	users'	secrecy	rates	[33].	He	et	al.	proposed	a	low‐complexity	phased	
array	PLS	scheme	for	millimeter‐wave	V2X	applications	based	on	twisted	pair	cabling	[34].	Yun	
Ai	 et	 al.	 utilized	 Reconfigurable	 Intelligent	 Surfaces	 (IRS)	 to	 ensure	 secure	 vehicular	
communication	 in	 the	 presence	 of	 eavesdroppers,	 demonstrating	 that	 IRS	 can	 enhance	
confidentiality	 in	 V2V	 and	 V2I	 communications	 [35].	 These	 studies	 primarily	 focus	 on	
optimizing	system	design	to	achieve	the	best	secure	communication	strategies.	The	research	
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framework	 for	 PLS	 in	 recent	 years,	 as	 shown	 in	 Figure	 1‐2,	 mainly	 includes	 three	 parts:	
foundational	theory,	performance	analysis,	and	application	areas.	
The	primary	strategy	for	achieving	physical	layer	security	is	to	reduce	the	signal‐to‐noise	ratio	
(SNR)	 at	 the	 eavesdropper	 or	 increase	 the	 SNR	 at	 the	 legitimate	 user	 to	 ensure	 a	 positive	
secrecy	 rate	 [36].	 Based	 on	 information	 theory,	 by	 exploring	 secrecy	 capacity	 and	 coding	
techniques,	messages	 can	 be	 transmitted	without	 being	decoded	by	 any	 eavesdropper.	 The	
research	 on	 information‐theoretic	 security	 has	 expanded	 into	 various	 aspects.	 Leung	 et	 al.	
studied	 Gaussian	 eavesdropping	 channels,	 noting	 that	 secrecy	 capacity	 is	 the	 difference	
between	 the	 main	 channel	 and	 the	 eavesdropper’s	 channel	 capacity	 [37].	 Barros	 et	 al.	
investigated	 the	 security	 capacity	 in	 slow	 fading	 channels,	 introducing	 the	 concept	 of	
interruption	into	the	security	problem	for	the	first	time	[38].	Orthogonal	Frequency	Division	
Multiple	 Access	 (OFDMA)	 efficiently	 transmits	multiple	 flows	 of	 data	 by	 optimizing	 power,	
subcarriers,	and	bit	allocation	across	different	users.	A	large	body	of	research	has	focused	on	
resource	allocation	in	downlink	networks	using	OFDMA.	For	example,	Wang	et	al.	proposed	a	
PLS	optimization	model	that	fine‐tunes	end‐to‐end	user	access	strategies	to	optimize	network	
resource	 allocation	 [39].	 Wang	W	 et	 al.	 discussed	 security	 issues	 in	 end‐to‐end	 spectrum‐
sharing	networks,	improving	cellular	user	security	by	exploiting	interference	generated	by	end‐
to‐end	users	[40].	Liu	et	al.	proposed	a	secure	cellular‐based	V2V	communication	scheme	for	
wireless	 resource	 and	 functionality	 management,	 deriving	 closed‐form	 optimal	 power	
distribution	expressions	 in	interference‐limited	and	noise‐limited	scenarios	to	maximize	the	
secrecy	rate	of	V2V	links	[41].	The	goal	of	subcarrier	allocation	strategies	is	to	find	the	optimal	
spectrum	 utilization	 plan	 to	 improve	 system	 spectral	 efficiency	 and	 security	 performance.	
Adaptive	 power	 distribution,	 which	 dynamically	 adjusts	 transmission	 power	 based	 on	 the	
communication	 environment,	 achieves	 the	 best	 balance	 between	 confidentiality	 and	
communication	quality.	

4. Current	Research	on	Reconfigurable	Intelligent	Surfaces	(IRS)			

Due	 to	 the	 randomness	 of	 wireless	 environments,	 signal	 propagation	 often	 undergoes	
reflection,	 diffraction,	 and	 scattering	 before	 reaching	 the	 receiver,	 resulting	 in	 random	
attenuation	and	delay	of	the	signal	along	different	paths.	This	channel	fading	effect	has	become	
a	 primary	 limiting	 factor	 in	 maximizing	 wireless	 network	 energy	 efficiency	 (EE)	 [42]	 and	
spectral	efficiency	(SE)	performance.	Traditional	wireless	network	optimization	paradigms	can	
no	 longer	 fully	meet	 the	 three	major	 application	 scenarios	 of	 5G,	 namely	 enhanced	mobile	
broadband,	 ultra‐reliable	 low‐latency	 communication,	 and	 machine‐type	 communication.	
Future	 mobile	 networks	 must	 not	 only	 address	 human‐to‐human	 communication	 but	 also	
provide	users	with	immersive	experiences,	such	as	augmented	reality,	virtual	reality,	and	ultra‐
high‐definition	(3D)	video.	Moreover,	they	must	solve	communication	issues	between	humans	
and	things,	as	well	as	things‐to‐things,	to	meet	the	requirements	of	IoT	applications	like	mobile	
healthcare,	IoV,	smart	homes,	 industrial	control,	and	environmental	monitoring.	Hence,	new	
solutions	need	to	be	found	to	overcome	these	challenges.	
The	IRS	technology	consists	of	a	large	number	of	passive	scattering	units,	each	designed	with	
special	physical	structures.	These	units	can	change	the	electromagnetic	characteristics	(such	as	
phase)	of	the	reflected	signal	via	software‐defined	methods.	The	reflection	phase	of	the	incident	
signal	can	be	adjusted	arbitrarily,	enabling	precise	control	of	the	reflected	signal's	propagation	
direction.	The	reflected	RF	signal	can	be	coherently	combined	to	enhance	the	received	signal	
power	or	destructively	combined	to	mitigate	interference	[43].	By	introducing	IRS	technology	
into	wireless	communication	environments,	the	reconfigurability	of	IRS	can	improve	wireless	
network	 transmission	 performance,	 providing	 new	 ideas	 for	 the	 development	 of	 wireless	
communications.	
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Wu	 et	 al.	 studied	 IRS‐assisted	 wireless	 communication	 systems,	 deriving	 closed‐form	
expressions	for	approximately	optimal	solutions	to	maximize	energy	efficiency	in	line‐of‐sight	
(LoS)	 channels	 [44].	 Tang	 et	 al.	 employed	 an	 alternating	 optimization	 algorithm	 to	 jointly	
optimize	 base	 station	 beamforming	 vectors,	 IRS	 reflection	 phase	 matrices,	 and	 power	
distribution	ratios	to	maximize	system	energy	efficiency	[45].	Kang	et	al.	investigated	the	use	
of	 passive	 IRS	 technology	 and	 designed	 groupings	 of	 IRS	 elements	 to	 maximize	 spectral	
efficiency	[46].	Rehman	et	al.	maximized	user	spectral	efficiency	by	minimizing	the	total	mean	
square	error	of	user‐received	symbols	[47].	Khan	et	al.	utilized	IRS	to	enhance	the	physical	layer	
security	of	UAV	networks,	applying	alternating	optimization	to	maximize	the	secrecy	capacity	
of	IRS‐enhanced	UAV	scenarios	in	the	presence	of	multiple	eavesdroppers	[48].	
IRS	effectively	reduces	signal	fading	[49],	enhances	signal	strength	[50],	and	improves	signal	
coverage	by	precisely	controlling	the	reflection	path	of	wireless	signals.	Additionally,	IRS	can	
significantly	 enhance	 wireless	 network	 performance	 without	 increasing	 additional	
transmission	 power	 and	 spectrum	 resources.	 Shi	 et	 al.	 verified	 that	 distributed	 IRS	 in	
millimeter‐wave	 cellular	 networks	 could	 enhance	 network	 coverage	 and	 improve	 system	
performance	[51].	In	high‐density	network	environments,	IRS	can	dynamically	adjust	the	state	
of	 its	 reflective	 elements	 to	 provide	 customized	 signal	 enhancement	 or	 interference	
suppression	for	different	users,	thus	meeting	diverse	service	requirements.	Xu	et	al.	proposed	
an	 interference	 alignment	 strategy	 using	 a	 minimal	 interference	 leakage	 criterion	 and	 an	
enhanced	Riemann	conjugate	gradient	algorithm	for	IRS‐assisted	multi‐user	multiple‐output	
systems,	ensuring	maximum	sum	rate	while	satisfying	a	given	minimal	 interference	 leakage	
threshold	 [52].	Li	et	al.	 introduced	a	novel	 IRS‐assisted	wireless	communication	and	energy	
transmission	 non‐orthogonal	multiple	 access	 network	 architecture,	 optimizing	 base	 station	
transmission	power	using	a	two‐stage	algorithm	[53].	
Moreover,	 IRS	 can	 dynamically	 adjust	 the	 phase	 and	 amplitude	 of	 reflected	 signals	 to	
compensate	for	Doppler	frequency	shifts.	Thomas	et	al.	proposed	a	delay‐Doppler	domain	IRS‐
assisted	 Orthogonal	 Time	 Frequency	 Space	 (OTFS)	 system	 architecture,	 where	 the	
reconfigurability	of	IRS	units	significantly	alleviated	multipath	fading	effects	in	high‐Doppler	
channels.	They	demonstrated	that	IRS	had	significant	advantages	in	non‐line‐of‐sight	(NLoS)	
urban	and	high‐Doppler	frequency	shift	wireless	communication	scenarios	[54].	
As	 one	 of	 the	 key	 technologies	 for	 next‐generation	 wireless	 communication	 networks,	 IRS	
shows	great	potential	in	overcoming	the	existing	network	performance	limitations	and	leading	
the	 future	 development	 of	 communication	 technologies.	 Especially	 in	 long‐range	
communications	or	environments	with	severe	signal	attenuation,	strategically	deploying	IRS	
can	effectively	solve	issues	like	signal	blind	spots,	signal	attenuation,	and	adjacent	interference.	
For	example,	if	an	IRS	is	deployed	between	a	base	station	and	a	user,	it	can	intelligently	reflect	
signals	and	bypass	physical	obstacles,	forming	a	virtual	line‐of‐sight	(LoS)	path	between	them,	
effectively	expanding	the	coverage	of	the	base	station's	signal.	It	is	worth	noting	that	each	IRS	
unit	can	independently	adjust	the	reflection	phase	of	the	signal,	thereby	enhancing	the	strength	
of	 the	 signal	 received	 by	 edge	 users	 and	 effectively	 reducing	 the	 interference	 impact	 from	
nearby	areas,	significantly	improving	overall	communication	efficiency.	
Yang	 et	 al.	 proposed	 a	 practical	 channel	 estimation	 transmission	 protocol	 that	 utilizes	 the	
correlation	of	 channel	 transmission	 to	group	 IRS	elements	and	share	 reflection	 coefficients,	
thus	reducing	training	overhead	[55].	Evmorfos	et	al.	modeled	the	optimization	objective	as	a	
Markov	process	and	used	reinforcement	learning	algorithms	to	solve	the	problem	of	traditional	
non‐convex	optimization	becoming	convex	[56].	Sweta	et	al.	studied	beam	steering	in	a	dual‐
function	radar	and	communication	system	with	MIMO	support,	using	IRS	to	optimize	radar	and	
beam	 steering	 to	 enhance	 secure	 communication	 while	 maintaining	 link	 service	 quality	
through	simulations	[57].	
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5. Conclusion	

In	conclusion,	collaborative	communication	technologies	in	the	Internet	of	Vehicles	(IoV)	are	
pivotal	to	the	evolution	of	intelligent	transportation	systems.	As	IoV	faces	the	demands	of	low	
latency,	 high	 reliability,	 and	 security	with	 the	 advent	 of	 5G	 and	 future	 6G	 technologies,	 the	
integration	 of	 advanced	 techniques	 like	 Physical	 Layer	 Security	 (PLS)	 and	 Reconfigurable	
Intelligent	Surfaces	 (IRS)	has	 shown	significant	potential	 in	 improving	both	 communication	
security	and	system	performance.	PLS	offers	a	novel	approach	to	enhance	the	confidentiality	of	
communications	 by	 exploiting	 the	 natural	 characteristics	 of	 wireless	 channels,	 while	 IRS	
improves	signal	propagation	and	optimizes	network	performance,	particularly	in	challenging	
environments	with	severe	signal	attenuation.	
The	ongoing	research	in	IoV	collaborative	communication	technologies	is	critical	for	realizing	
the	future	of	smart,	autonomous,	and	secure	transportation	systems.	As	technologies	continue	
to	evolve	and	converge,	the	prospects	for	IoV	systems	to	achieve	greater	efficiency,	intelligence,	
and	 security	 will	 further	 expand,	 providing	 the	 groundwork	 for	 more	 effective	 traffic	
management,	enhanced	user	experience,	and	a	safer	transportation	environment.	
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